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JOB DESCRIPTION
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	Job Title:  Security Analyst
	Job Code:  JE2805

	Department:  JTS
	Evaluation Date: December 4, 1998

	Department:  Enterprise Systems Group
	Salary Grade: B1

	Objective:  To perform maintenance, development and implementation of security policies and services to protect company assets, support the on-going operations.


	Essential Functions:
1. Evaluates requests for security accesses and determines proper and most efficient access for users. 

2. Creates and maintains user security accounts on all platforms for all applications.

3. Assist in analyzing security requirements for new systems or enhancements and implements necessary security controls.

4. Tests all new release or change to security software prior to release to production.

5. Assists users with problems related to the security systems.

6. Reviews security reports and takes appropriate action.

7. Researches security related violations or problems and ensures appropriate action is taken.

8. Process access requests including initiating and changing rules.

9. Assist in evaluating security package and makes recommendations regarding purchase. 

10. Plans and presents programs for end-user security awareness.

11. Participates in Corporate EDP Audits and ensures controls are implemented as recommended by Corporate EDP Audit.

12. Reviews user and access capabilities with department managers on periodic basis.
13. Performs other related duties, including special projects, as required or requested.


	Reporting Structure (Titles only)
To:  Director, Manager

Supervise:  N/A

Relationships:  Peers, Customers, Co-Workers, Project Teams, Support Teams, Auditors


	Knowledge, Skills, Abilities:
Considerable knowledge of security practices and policies.  Considerable knowledge of security software such as ACF2.  Knowledge of PCs and basic windows applications.   Working knowledge of UNIX, Windows NT, NetWare and VAX/VMS.  Demonstrated proficiency making decisions in accordance with procedures and policies.  Demonstrated proficiency establishing and maintaining effective working relationships.  Demonstrated proficiency planning, coordinating, and carrying-out assignments effectively.  Demonstrated proficiency performing problem determination and resolution, and/or coordinate resolution tasks.  Demonstrated proficiency communicating effectively, both orally, and in writing, at all levels in the organization.  Demonstrated proficiency managing multiple priorities.  Demonstrated proficiency being organized, detail oriented, dependable, and flexible.    Demonstrated proficiency working under pressure and meeting deadlines.  Demonstrated proficiency managing small to medium projects.  

	Education/Experience:
Education equivalent to an Associates Degree in computer science or related fields.  Three (3) or more years of related security analysis experience, or equivalent proficiency.

	Physical Dimensions

Physical Requirements:  (e.g.  amount of weight required to lift, %  time required to stand)
Environment:  (e.g. Standard office, outside work, loud noise)


All content is Copyright © 2005 Jeppesen All rights reserved. No part of this document may be released, used, reproduced or distributed in any manner whatsoever without prior written permission from the copyright holder.

[image: image1.wmf][image: image2.wmf]_968841133.doc
�



� EMBED Word.Picture.6  ���
















_968841135.doc
�



� EMBED Word.Picture.6  ���
















