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Job Description

Job Title:
Network Engineer, Senior
Job Code:
JE3045
Job Grade:
B3
SJC Code:
TBD


Reports to:  
Designated IT Manager
EEO-1/Job Family:
Professional
Supervises:
None
Created/Revised:
June 7, 2005
Ed/Exp:
BA/5 Years
Travel:
< 5%
Lic/Cert:
CCVP Desired
Environment:
General Office


Objective:  To provide senior-level technical support and troubleshooting of networks and networked environments. To provide consultation, technical direction, guidance and training on network systems and operations to staff, peers and designated management.  To maintain and monitor local (LAN), wide area networks (WAN), Virtual Private Networks (VPN), and voice over internet protocol (VoIP) networks.  To ensure the perpetual integrity and security of all proprietary data, client information, and intellectual property.  
Essential Functions: 
1. Provides senior-level technical support and troubleshooting of networks and networked environments.  Functions as a subject matter expert over designated network systems and domains.
2. Provides consultation, technical direction, guidance, and training on LANs, WANs, VPNs, VoIPs, and other network systems and related technologies to Network Engineers, Network Engineer Associates, on-call technical support, and other staff, as required or requested.

3. Validates compliance to security protocols, including enforcement and administration of network security policies and services through firewalls, proxy services, LANs, WANs, VPNs, and VoIP.
4. Creates schedules for network testing and maintenance. 

5. Plans, designs, tests, evaluates, implements, integrates, and validates network systems and services. 

6. Initiates proactive preventative maintenance of IT equipment and recommends policy changes.

7. Creates and maintains written procedures and polices for the networking environment.
8. Prepares feasibility and cost/benefit analysis of new network software and hardware, as directed.

9. Conducts technology evaluations and selections, including the development of evaluation criteria and procedures, common vendor product research, and RFI/RFQ/RFP development.

10. Works with departments to determine telecommunication needs.

11. Changes telephone, ACD, or networking software as necessary and as approved.

12. Monitors operations and compliant use of telephone system including coordinating repairs, moves, adds, and changes.  Maintains telephone switch, database, and restrictions.
13. Creates schedules for network testing and maintenance, and tracks changes to the network environment.
14. Implements network recovery procedures and tests network recovery mechanisms.

15. Participates in the analysis and design of architectural alternatives.
16. Participates in teams tasked with the design, integration, implementation, and validation of specific networking systems and services.

17. Documents all networking support provided to the users.

18. Maintains a state-of-the-art knowledge of evolving networking technologies, systems and domains.

19. Performs other related duties, including special projects, as requested or required.
Education/Experience: Bachelor degree in Computer Science or equivalent, with an emphasis in network communication technologies and systems.  A Master’s degree is preferred.  Five (5) or more years of related experience implementing, operating and maintaining IP PBXs, Video MCUs, conference bridges, call center systems, LANs, WANs, VPNs, VoIP, firewalls, proxy servers, and other routing strategies and protocols in multiple operating environments, or the equivalent and validated proficiencies.
Skills, Knowledge & Abilities: Demonstrated proficiency as a subject matter expert in all phases of computer network operations, including security, systems administration, technical support, troubleshooting, maintenance, and monitoring of LAN, WAN, VPN, and VoIP networks.  Demonstrated proficiency establishing and maintaining network domains and naming and addressing services, including DNS, NetWare NDS, and NT Domains, tools, and operational practices, voice communications and systems.  Demonstrated proficiency and user-level knowledge of Unix, Windows, Windows NT, and Mac OS operating environments.  Demonstrated proficiency maintaining network hardware including bridges, routers, repeaters, hubs, DSUs, CSUs, multiplexors, modems, access servers, and switches.  Demonstrated knowledge of and proficiency establishing Dial Plans, IP Telephony administration, VoIP, Videoconferencing, Voice Gateways and Gatekeepers, switching and routing theory, IP Communications protocol strategies, IP Communications management tools, theories and practice, and IP Communications troubleshooting techniques and tools.  Demonstrated proficiency and user-level knowledge of Cisco equipment and technologies including Call Manager, MCU, MeetingPlace, IPCC, Gatekeeper, and integration with Polycom multimedia communication solutions.  Demonstrated proficiency with Network Management and Enterprise Management systems.  Demonstrated proficiency with network protocols including TCP/IP, QoS, and the implementation of network services in desktop and host environments.  Demonstrated proficiency in T1/E1, DS-3, ISDN PRI, Ethernet, VPN, wireless and other networking protocols.  Demonstrated proficiency establishing and enforcing voice related policies.  Demonstrated effective and diplomatic oral and written communication skills.  Demonstrated experience using diplomacy to negotiate, to resolve service conflicts, and to persuade others to embrace strategies proposed.
Licensure/Certification: Certification as a Cisco Certified Voice Professional (CCVP), and as a Cisco Certified Internetwork Professional (CCIP), Cisco IP Telephony Design Specialist (CIPTDS), Cisco IP Telephony Express Specialist (CIPTES), Cisco IP Telephony Operations Specialist (CIPTOS), and Cisco IP Telephony Support Specialist (CIPTSS) is desired.
Performance Requirements: Employee must comply with Jeppesen’s policies and procedures, including but not limited to: attendance, harassment, EEO/AA, confidentiality, security, safety, conflict of interest, ethics, copyright and patent, and use of company equipment/products/services, etc.
Physical Requirements: Character and scope of essential functions require constant sitting, seeing, hearing, repetitive motion, and occasional lifting of general  office materials [reams of paper, telephone books, flight manuals, binders, etc., typically weighing ten (10) pounds or less.  Employee must comply with safety and security requirements, and wear Personal Protective Equipment (PPE) as requested or required.
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