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Job Description

Job Title:
Disaster Recovery Planner
Job Code:
JE3300
Job Grade:
B4
SJC Code:
TBD

Reports to:  
Manager, Operations 
EEO-1/Job Family:
Professional
Supervises:
Staff 
Created/Revised:
March 8, 2005
Ed/Exp:
BA/7
Travel:
<25%
Lic/Cert:
None
Environment:
General Office


Objective:  To develop, maintain, communicate and validate compliance to disaster recovery programs.  To design and implement disaster recovery processes and business continuity procedures to re-establish servers, databases, and operating systems in the event of a disruption.  To conduct security audits and analyze disaster simulations to validate the accuracy, character, scope, timeliness, and integrity of backup systems.  To maintain the accuracy, integrity, security, and confidentiality of all data.
Essential Functions: 
1. Develops and establishes disaster recovery procedures to restore mission-critical business applications in the event of natural disasters, technical failures, power outages, and human interference.

2. Coordinates all aspects of actual recovery plan implementation and efforts, including initial emergency response, recovery procedures, and business resumption processes.

3. Recommends and implements disaster avoidance strategies and impact reduction strategies.

4. Develops, implements, maintains, and oversees compliance to policies, procedures and associated plans for disaster recovery administration and business continuity.

5. Informs and trains staff on business continuity procedures and emergency response.

6. Monitors and validates that company equipment, systems, services, and facilities are compliant with disaster recovery plans and procedures.

7. Monitors and validates the preservation of vital information, data, or media through diligent maintenance of hard copies and backup equipment.

8. Conducts simulations and test runs of system disruptions in order to revise and perfect plans.

9. Validates the need for and installation of any security reconfigurations, as required.

10. Confers with IT department and other key personnel to determine if changes in hardware or software configurations affect disaster recovery plan outcomes.

11. Recommends, schedules, and apply fixes, security patches, and any other measures required in the event of business disruption.

12. Directs and coordinates staff efforts to formulate department-specific disaster recovery plans.

13. Investigates and selects locations for off-site storage of data and backups.

14. Conducts research on emerging products, services, protocols, and standards in support of contingency planning and development efforts.

15. Interacts and negotiates with vendors, outsourcers, and contractors to obtain protection services and products.

16. Reviews and documents new disaster recovery software and/or technologies.
17. Maintains a state-of-the-art knowledge of best practices in disaster recovery, and recommends and implements enhancements, as approved.

18. Maintains the accuracy, integrity, security, and confidentially of all data.
19. Maintains contacts and communications with senior management and staff on all levels.

20. Performs other related duties, including special projects, as requested or required. 

Education/Experience: Bachelor’s degree in information technology, security administration, risk management or related disciplines, with an emphasis in disaster recovery, or the equivalent combination of related training, proficiency and experience.  A Master’s degree is preferred.  Seven (7) or more years of related experience, or equivalent proficiency.
Knowledge, Skills and Abilities: Demonstrated proficiency developing, maintaining, communicating and validating compliance to disaster recovery programs.  Demonstrated proficiency designing and implementing disaster recovery processes and business continuity procedures to re-establish servers, databases, and operating systems in the event of a disruption.  Demonstrated proficiency conducting security audits and analyzing disaster simulations to validate the accuracy, character, scope, timeliness, and integrity of backup systems.  Demonstrated experience conducting original research and analysis, and the consistent achievement of projected results based on analysis performed.  Demonstrated effective and diplomatic oral and written communication skills, including making scheduled/unscheduled presentations.  Demonstrated experience using diplomacy to negotiate, to resolve service conflicts, and to persuade others to embrace strategies proposed.  
Licensure/Certification: None.

Performance Requirements: Employee must comply with Jeppesen’s policies and procedures, including but not limited to: attendance, harassment, EEO/AA, confidentiality, security, safety, conflict of interest, ethics, copyright and patent, and use of company equipment/products/services, etc.
Physical Requirements: Character and scope of essential functions require constant sitting, seeing, hearing, repetitive motion, and occasional lifting of general  office materials [reams of paper, telephone books, flight manuals, binders, etc., typically weighing ten (10) pounds or less.  Employee must comply with safety and security requirements, and wear Personal Protective Equipment (PPE) as requested or required.
Competencies:  (2) Dealing with Ambiguity, (3) Approachability, (11) Composure, (12) Conflict Management, (17) Decision Quality, (22) Ethics and Values, (33) Listening, (39) Organizing, (50) Priority Setting, (51) Problem Solving
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